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Anavilhanas natural reserve (about 4000 Km?)




Flying drone
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A spatially uncertain signal
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One signal, multiple targets
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Security games

The Defender controls The Attacker tries
resources to protect the to compromise some areas
environment without being detected




History

| Ls Angeles, 2008 U.S. domestic flights, 2009
AAAI, AAMAS | AAMAS
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The model
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Target t:

o 7(t): value

/ « d(t): penetration time

| J/




The alarm system

When a target is attacked, a spatially uncertain signal is generated
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The actions

At any stage of the game:

The Defender decides The Attacker decides
where to go next whether to attack a
target or to wait
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Utilities

U({c, t}) = (1- n(t), m(t))
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Solving the game

The Attacker can observe the
Defender’s strategy and knows it
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The Defender’s strategy is
common knowledge of the game

We adopt a Stackelberg paradigm,
reducing to a maxmin equilibrium




Interactions
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The attacker’s action

wait
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The alarm system

wait
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Patrolling Game (PQG)

wait
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Signal Response Game (SRG)
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SRG-v
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Interactions

wait
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Two phases of the game

Normal patrolling

E -

Signal response
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The SRG-v
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The two halves of the SRG-v problem
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A hard task: SRG-v on arbitrary graphs

INSTANCE: an instance of SRG-v
QUESTION: is there any o® such that g < k?

k-SRG-v is strongly NP-hard even with [S| =
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Hamiltonian Path SRG-v
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Covering route
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A permutation of targets that specifies the order ﬁ
of first visits (covering shortest paths) such that /

each target is first-visited before its deadline p
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Building the game
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Complexity: O(n")
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Covering sets

Can we consider covering sets?

From <, t,, to to {t,, t,, ts}
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Approximating SRG-v game value

The optimization version of k-SRG-v is APX-hard even for very
simple instances

2R
NN\

TSP(1,2) SRG-v

Iz .



Our algorithm

We simultaneously build covering sets and the shortest associated
covering route

A
T

Dynamic programming inspired algorithm: we can compute all
the covering routes in O(2")
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A hard task
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Solution of the SRG-v
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The Patrolling Game

What to do when no signal is received?
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The Attacker can observe the position of the Defender
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Stand still

Without false positives and missed detections, if the alarm
system covers all the targets, then any patrolling strategy is
dominated by the placement in v*
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Special instances

There exist Patrolling Games where staying in a vertex, waiting
for a signal, and responding to it is the optimal patrolling strategy
for D even with a missed detection rate o = 0.5
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Experimental campaign

Hard instances: up to 20 targets
 Require the computation of an Hamiltonian Path

Normal instances: up to 200 targets
 Low edge density
« Spatial locality: distant targets covered by different signals

Tje
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Expo: the setting
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Expo: the graph
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Expo: the solution
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Conclusions
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Current research: missed detections
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Future research: multi-patrolling
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Future research: alarm system deployment
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Thank youl!



An example
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An example
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An example

k=1 k=2
A} A OOT>{AB}-B, I

¥
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Our Algorithm: an Example

(A} - A O
\

k=1 k=2

«{AB}-B, DI
{AC}-C, 2

¥
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An example

k=1
(A} A, O

k=2
«{AB}-B, DI
{AC}-C, 2
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An example

3

k=1 k=2 K
(AL A, O> «{A,B} - B, 1»
{AC}-C, 2> Y{ABC}-C, 2

Dominated!
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An example

k=1 k=2 ]-(:3
M 0  {AB}-B, 1> /{5%{3, 3

{AC}-C, 25 <«{ABC}-C 2

Dominated!

Unfeasible!
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An example

k = 1 k = 2 k = 3
MO) «{A,B} -8B, 1> <{W, 3>

Dominated! «{AC}-C, Z\z{A,B,C} -C, 2
{ACD}-D, %

Unfeasible!
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An example

k=1

MO)

Dominated!

k=2
<{A}B)4,1>
{A,C} , 2>

Dominated!

k=3
<{W, »

({A,B,C} — C, 2)
{ACD}-D, 3

Unfeasible!
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An example

k=1 k=2 k=3
A A, O> «{AB}-B, D <{A/B‘C{B 3>

{ACL~C, 2> . {ABC}-C, 2
«{A,CD}- D, 3

Unfeasible!

k=4
{AB,CD}-D, 3

Je .



An example

k=1 k=2 k=3
A A, O> «{AB}-B, D <{A/B‘C{B 3>

dACL+C, 2> . {ABL}-C, 2
{A,CB;-D, 3

Unfeasible!
k=4

{ABCD}-D, 3
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Computational complexity

The worst-case complexity of the algorithm is
O(|T(s)[22ITN)

since it has to compute proper covering sets up to
cardinality |T(s)|.

With annotations of dominances and routes generation, the

whole algorithm yields a worst-case complexity of
O(|T(s)[52ITts)).
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Pseudo-code

Algorithm 1 ComputeCovSets (Basic)

I:vte T, ked{2,...,|T|},Ct ={t}, CF =10
20Vt e T, c({t}) = wj 4, e(0) = oo

3: forallk € {2...|T|} do

4 forallt € T do

S forall Qf ' € ¢F~' do

6: QT ={feT\Q; " e(Q ™) +wi; <d(f))
7: forall f € Q1 do

8: Qk = QT u{f}

0: U = Sr:?ﬂ.?"r:h-((_;)?, C"?)

10: if c(U) > f:(Qi'_l) +wj then
11: C¥ =y u{Qh}

12: C(Q;}) = c(QF 1) + wi ¢
13: end if

14: end for

15: end for

16: end for

17: end for
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Missed detections
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v* 1s the best placement
u* 1s the second best placement

(1-a)(l-g,+)>1-9g,
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Missed detections

* —
V¥ =1,
* —
u* =1,

v* is the best placement for a < 0.25

o t (t) d(t) p(s,lt)
t, 0.5 1 1.0
e e t, 0.5 3 1.0
t, 0.5 2 1.0
e v t, 0.5 2 1.0

¥



Missed detections

* —
V¥ =1,
* —
u* =1,

v* is the best placement for a < 0.50

o t m(t) d(t) p(s;It)
t, 1.0 1 1.0
o e t, 1.0 3 1.0
t, 1.0 2 1.0
e v t, 1.0 2 1.0

¥



k-SRG-v is NP-hard

We reduce from Hamiltonian Path.

Given an instance of HP, G, = (V,, E,;), we build a k-SRG-v
instance as follows:

« V=V, U{v}

* E=E jUllvh), hinVy}, w; =1

e T=Vgdlt)=|Vyl nlt) =1,

« S={s} plslt) = 1;

- k=0.

If g, = 0, then T must be a covering set that admits at least
one covering route r, which visits every node exactly one
time.

Since T =V, g, < 0if and only if G, admits a Hamiltonian

path.
o F 60



Computing covering sets

Definition: The decision problem COV-SET is defined as:
INSTANCE: an instance of SRG-v with a targetset T

QUESTION: is T a covering set for some covering route r?

Theorem: COV-SET is NP-complete.

y
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MILIND TAMBE'S ARMOR AND ITS MANY
ITERATIONS ARE USED AROUND THE WORLD TO
PROTECT AGAINST TERRORISM, POACHERS,
ILLEGAL FISHING AND OTHER THREATS.

SUCCESSFULLY TESTED

Gulf of Mexico (Near Corpus Christi, Texas)
— ARMOR-FISH

ARMOR-FISH Intelligently randomized
schodulos for U.S. Coast Guard aericl patrols
to thwart the (llogal fishing of dacimated
shark and red snapper populations. (2014)

Los Angeles Metro — TRUSTS

The Los Angeles Sherlff’s Department, which
LA Metro subcontracts for security, employed
TRUSTS to Intelligently randomize patrol
schedules to stop fare evasion. The Sher(ff’s
Department later ran preliminary

Uganda — PAWS

Ugandan rangers tested PAWS ot Quean
Ellzabeth National Park to intelligently
randomize patrols to provont the slaughter of
animals, Including Cape buffalo, waterbuck
and glant forest hogs, which are served up
locally and exported as "bush meat.” (2014)

Malaysla — PAWS

Panthera, an NGO that Is committed to
ensuring the survival of tigers and other wild
cats, In conjunction with the nonprofit group
Rimba, bagan testing PAWS In forests in

to ascertain
deploying scarce police personnel to deter
crime and terrorism on LA Metro. (2011-2013)

Malaysla, to abllity to
generate offective patrols In the challenging,
hilly torrain. (2014)

POSSIBLE FUTURE TEST SITES

Vietnam, Cambodia, Bangladesh, Indonesta
— PAWS

Y

Security games around the World

DEPLOYED

Ports — PROTECT

PROTECT intelligently randomizes U.S. Coast

Guard patrols to optimize scarce resources to

socure crowded piers, bridges and ferry

terminals.

PROTECT Is smployed at:

Port of New York and New Jersay

o

Port of Houston
Port of Los Angeles-Long Beach

Staten Island Ferry — PROTECT
PROTECT provides protection to the Staten
Island Ferry, which carries up to 4,000
passengers at peak timaes.

Los Angeles Alrport — ARMOR

U.S. Alr Traffic — IRIS
As part of lts multipronged strategy to
provent attacks, the Transportation Securlty
Administration (TSA) has since 2009
deployed Milind Tambe's IRIS system, which

ARMOR Intelligently randomizes schedules of

checkpoints along the five roads that lead into

the alrport.

A 1%
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‘ FUTURE TEST SITES

foderal alr
marshals’ fight schedules to make their alr
patrols unpradictable to would-be
malefactors.

1--

Singapore — STREETS

Singaporean traffic authorities could employ
STREETS to (ntslligently randomize police patrols
to catch rackless drivers, a big problem in this
istand nation.

Madagascar — PAWS

Milind Tambe, working with Meradith Gore, an
assoclate professor of conservation soclal
sciences at Michigan State University, and a
Malagasy clvil soclety group called Alliance

Voahary Gasy (AVG), hopes to eventually
employ PAWS (n Madagascar to randomize
patrol schedules for rangers, police and
national park officlals to reduce environmen-
tal crimes, especially illegal logging.




