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Anavilhanas natural reserve (about 4000 Km?)




Flying drone
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A spatially uncertain signal
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One signal, multiple targets
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Security games

The Defender controls The Attacker tries
resources to protect the to compromise some areas
environment without being detected




History

| Ls Angeles, 2008 U.S. domestic flights, 2009
AAAI, AAMAS | AAMAS

Milan, 2015




The model
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Target t:

A p(t): value

/ A d(t): penetration time
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The alarm system

When a target is attacked, a spatially uncertain signal is generated
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The actions

At any stage of the game:

The Defender decides The Attacker decides
where to go next whether to attack a
target or to wait
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Utilities

Ul{c, t}) = (1- " (t), " (t))
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Solving the game

The Attacker can observe the
Defender’s strategy and knows it
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The Defender’s strategy is
common knowledge of the game

We adopt a Stackelberg paradigm,
reducing to a maxmin equilibrium




Interactions
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The attacker’s action

wait
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The alarm system

wait
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Patrolling Game (PQG)
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Signal Response Game (SRG)
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SRG-v
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Interactions

wait
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Two phases of the game

Normal patrolling
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Signal response
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The SRG-v
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The two halves of the SRG-v problem
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A hard task: SRG-v on arbitrary graphs

INSTANCE: an instance of SRG-v
QUESTION: is there any " P such that g < k?

k-SRG-v is strongly NP-hard even with [S| =
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Hamiltonian Path SRG-v
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Covering route

<

-
A permutation of targets that specifies the order ﬁ
of first visits (covering shortest paths) such that /

each target is first-visited before its deadline p
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Building the game
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Complexity: O(n")
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Covering sets

Can we consider covering sets?

From <, t,, to to {t,, t,, ts}
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Approximating SRG-v game value

The optimization version of k-SRG-v is APX-hard even for very
simple instances
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Our algorithm

We simultaneously build covering sets and the shortest associated
covering route
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T

Dynamic programming inspired algorithm: we can compute all
the covering routes in O(2")
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A hard task
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Solution of the SRG-v
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The Patrolling Game

What to do when no signal is received?
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The Attacker can observe the position of the Defender
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Stand still

Without false positives and missed detections, if the alarm
system covers all the targets, then any patrolling strategy is
dominated by the placement in v*
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Special instances

There exist Patrolling Games where staying in a vertex, waiting
for a signal, and responding to it is the optimal patrolling strategy
for D even with a missed detection rate a = 0.5
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Experimental campaign

Hard instances: up to 20 targets
A Require the computation of an Hamiltonian Path

Normal instances: up to 200 targets
A Low edge density
A Spatial locality: distant targets covered by different signals
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Expo: the setting
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Expo: the graph
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Expo: the solution
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Conclusions
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Current research: missed detections
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Future research: multi-patrolling
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Future research: alarm system deployment
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An example
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An example
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An example

k=1 k=2
AA}YA > {AB}YB, 1

¥
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Our Algorithm: an Example
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An example

k=1
A} YA, 0>

k=2
{AB}YB, 1L
dAC}YC, 2>
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An example

k=1 k=2 k=3
AVT A, O> {AB}YB, I»

AACIYC 2> Y{ABC}YC 2

Dominated!
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An example

k=1 k=2 k=3
MO) «{A,B} Y B, 1)/{W, 3>

dACIYC 25 <({ABC}YC 2

Dominated!

Unfeasible!
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An example

k=1 k=2 k=3
MO) {AB}YB, 1> <{W, 3

{AC}YC, z\z{A,B,C} YC 2
{ACD}YD,?3>

Dominated!

Unfeasible!
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An example

k=1
AVT A, O>

Dominated!

k=2
<{W>
A,CLY¥TC, 2>

Dominated!

k=3
<{W, 3

{ABC}YC, 2>
{ACD}YD, 3%

Unfeasible!
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An example

k=1 k=2 k=3
AV A 0> {AB}YB, I ({W’ 3
ACIL¥C, 2> _<{ABC}VYC, 2>
{A.CD}YD, 3%

Unfeasible!

k=4
{ABCD}YD, %
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An example

k=1 k=2 k=3
AV A 0> {AB}YB, I ({W' 3
(ACIL¥C, 2>  <{ABEYYC, 2>
{ACBIYD, 3%

Unfeasible!
k=4

{ABCD}YD, %

-:@ 54



Computational complexity

The worst-case complexity of the algorithm is
O(|T(s)[22ITN)

since it has to compute proper covering sets up to
cardinality |T(s)|.

With annotations of dominances and routes generation, the

whole algorithm yields a worst-case complexity of
O(|T(s)[52ITts)).
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Pseudo-code

Algorithm 1 ComputeCovSets (Basic)

I:vte T, ked{2,...,|T|},Ct ={t}, CF =10
20Vt e T, c({t}) = wj 4, e(0) = oo

3: forallk € {2...|T|} do

4 forallt € T do

S forall Qf ' € ¢F~' do

6: QT ={feT\Q; " e(Q ™) +wi; <d(f))
7: forall f € Q1 do

8: Qk = QT u{f}

0: U = Sr:?ﬂ.?"r:h-((_;)?, C"?)

10: if c(U) > f:(Qi'_l) +wj then
11: C¥ =y u{Qh}

12: C(Q;}) = c(QF 1) + wi ¢
13: end if

14: end for

15: end for

16: end for

17: end for
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